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Module 1

Introduction and Overview
of Copilot Studio




Copilot
(Bing Chat)

D

interaction with
web content

Copilots
for Web

Power Bl

Unlock your insights

Copilot
for Dashboard

for Security Development

A Copilot for every experience

Copilot for M365  Copilot in Windows Designer Azure Fabric Copilot
Word, Outlook, Excel, interaction with OS, L . Azure platform operations data analytics and
PowerPoint, Teams apps, and files ClEEN ClEEiTems and optimizations business intelligence
Copilot Copilot Copilot Copilot Copilots
for Productivity for Everyday for Creativity for Cloud for Analytics
Security Dynamics GitHub Power Copilot Custom
Copilot Copilot Copilot Platform Studio Copilot

>

threat detection, sales and customer code development creation of apps, . Create your
support creation of your agents
identification, and mitigation and workflows own copilot
Copilot Copilots Copilot = LOLLO/h;onde Extend your Al Platform
for Business for Development FLOW Copilot for M365



Presenter Notes
Presentation Notes
Microsoft offers a range of options to support customers in their AI transformation. Customers can choose to build their own solutions with tools like Microsoft Copilot Studio and Azure AI Studio. They can also buy a ready-made solution like Microsoft Copilot and various others listed here. 

The decision to build or buy isn’t always a clear-cut one.  It's not always build or buy—sometimes, it's build/Extend and buy. Customers can take advantage of multiple ways to realize business value with Microsoft AI

Here are some questions to answer to gain a better understanding of your AI needs
What are your organization's goals for using AI?
What are your organization's pain points that AI can address?
What are your organization's current capabilities in terms of AI?



https://techcommunity.microsoft.com/t5/microsoft-mechanics-blog/microsoft-fabric-data-mirroring-and-copilot-updates/ba-p/3989633
https://github.com/features/copilot
https://dynamics.microsoft.com/en-us/sales/overview/
https://blogs.microsoft.com/blog/2023/09/21/announcing-microsoft-copilot-your-everyday-ai-companion/
https://www.microsoft.com/en-us/security/business/ai-machine-learning/microsoft-security-copilot
https://designer.microsoft.com/?utm_source=m365&utm_medium=blog&utm_campaign=epp
https://powerbi.microsoft.com/en-us/blog/empower-power-bi-users-with-microsoft-fabric-and-copilot/
https://www.microsoft.com/en-us/copilot/microsoft-copilot-studio
https://www.microsoft.com/en-us/copilot/microsoft-copilot-studio
https://azure.microsoft.com/en-us/products/ai-studio
https://azure.microsoft.com/en-us/products/ai-studio
https://learn.microsoft.com/en-us/power-platform/admin/geographical-availability-copilot
https://www.microsoft.com/en-us/edge/features/ai
https://www.microsoft.com/en-us/microsoft-365/blog/2023/09/21/announcing-microsoft-365-copilot-general-availability-and-microsoft-365-chat/
https://azure.microsoft.com/en-us/products/copilot

Different building journeys for different needs

3 Copilot Studio

& Standalone ' Azure Al Studio

% ‘ Included in Copilot for M365

Customize Copilot for M365 Build your own custom copilots

Connect with your data sources

) . Build customer or internal facing copilots with your data and workflows, on channels
outside of Copilots reach

that work for you

Rules-based dialog management and

Call your redesigned business , , ;
conversational orchestration with a

processes and workflows Configure LLMs with prompt

prebuilt LLM engineering
Configure Copilot responses to Managed Saa$, no infrastructure, built Manage own infrastructure,
specific questions in security and governance custom dev and security
Build a plugin Build with low code Build with pro code

Extend Copilot Studio
with Azure Al Studio


Presenter Notes
Presentation Notes
There are two ways to build copilots today. Low code with Copilot Studio, or Pro code with Azure AI Studio which you can also integrate back into Copilot Studio. Better together.

Start with Copilot Studio, a managed SaaS, that allows you to design a quick and powerful copilot that work for you, from rules-based topics, plugins, automation and out of the box generative AI. It allows you to do everything you would do with a plugin and more.

If the organization has traditionally managed their PaaS services or prefer to train their own language models from a catalogue, they typically start with Azure AI Studio. But the good news is that these models can be consumed within Copilot Studio.



Copilot Studio (Product vs Tool)

6

Copilot for Sales

The Products

E, o

Copilot for Service Copilot for Microsoft 365 Copilot Studio
(Power Virtual Agents)

&

The Tool

The tool is used to modify/extend Microsoft's 15t party
Copilots (e.g. Copilot for Microsoft 365) by creating
plugins and to create your own Custom Copilots (formerly

. . PVA chatbots).
Copilot Studio

Microsoft Copilot Studio


Presenter Notes
Presentation Notes
Build your own copilot 
Customize M365 copilot 
Customize first party copilot 
From admin perspective, how to handle all in one central glaze? Monitor usage w/ full visibility of customizations, standalone copilots, who’s building them etc
Saas product – don’t need to standup additional infrastructure – time/money 

Customizing Copilot for Microsoft 365 with Copilot Studio - Microsoft Community Hub
Building your own copilot with Copilot Studio | Microsoft Copilot Studio


What is Copilot?

Copilots are the new chatCopilots and more!

®
®

Copilot studio reflects the new branding of Power Virtual Agents. We no longer refer to
them as just Copilots or chatCopilots.

Microsoft Copilot Studio is an end-to-end conversational Al platform that empowers us
to create and customize copilots using natural language or a graphical interface. With
Copilot Studio, we can easily design, test, and publish copilots that suit our specific needs
for internal or external scenarios across industry, department, or role.

With more immersive UX and next-generation Al capabilities, copilots are the new
chatCopilots.

Watch: Understanding Copilots at Microsoft (video)


Presenter Notes
Presentation Notes
Keep 6 and 7, hide 8 with talking points if the instructor chooses to use it

https://www.youtube.com/watch?v=X8Qc9-0mPFE

A Internal custom S Customer "5 Extend Copilot for

v copilots facing Microsoft 365
copilots
World Class UX Declarative Rich Response Intuitive Ease of use Natutrglgiriilguage
Logic + Low code CELEEIDE HOSSEE Power Automate Custom Azure Skills
Automation logic + Actions
Next-Gen Al Prebuilt LLM Generative Al Proactive suggestions SiE) YU O L (et
Copilot ) -
° Conngcted Microsoft Copilot Power Platform 1000+ Connectors Azure Al Studio
u I O experience
Copilot Lifecycle Test Pane Collaboration Solution Management ALM Automation
Security + Trusted identity Full visibility Advanced RBAC Granular DLP control
Governance

Microsoft’s end-to-end copilot building platform
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Why Generative Al?

\

Microsoft Copilot Studio


Presenter Notes
Presentation Notes
Focus on why Gen AI 


Generative Al is changing building B Traditional (e.g. Azure)

» Create Azure tenant and infra

* Annotate thousands of utterances and
conversations to build a custom NL
model

» Create topics in code using Visual
Studio and BF SDK

* Host Azure Copilot Service and

Manually authored topics instantiate the appropriate channel
Anticipate and build a manual topic for each

possible user question » Deploy your copilot to the service
Then keep these topics up to date as your

content changes * Build your own custom analytics

pipeline

» Every time your knowledge content
Missed opportunity changes (e.g. different hours) go and
update the copilot in code

BUSINESS CRITICALITY

Time spent hand- Conversations
building topics missed or escalated

TOPICS BUILT



Generative Al is changing building

Manually authored topics
Manually author business-critical topics
quickly with Copilot Studio

Expose your knowledge sources and APlIs

and generative Al handles the rest
Vast coverage of the long tail, and as content
changes, copilot answers change as well

BUSINESS CRITICALITY

Custom
build
topics
+ help
from Topics handled by Generative

Copilot Answers and Actions

TOPICS BUILT

. Copilot Studio with Generative
Al

Full E2E SaaS - no infra to host or
manage

No explicit NL training or custom
model required, comes with powerful
large language model

Point to a knowledge sources and have
a useful Copilot in minutes with
Generative Al

Customize your copilot with business-
critical topics using easy to use
graphical interface and 1000s of pre-
built connectors, or call custom APIs

Developers, low-code users can
collaborate inside the same canvas with
graphical multi-authoring and code
side-by-side

Publish to the channel of your choice in
minutes with a few clicks



Build Engaging Copilots
FAQ vs Business Integrated

Leverage Power Automate Connectors
Value beyond Form Filling

High Deflection Rate

12000

10000

8000

6000

4000

2000

Copilot User Engagement

Month 1 Month 2 Month 3 Month 4

—FAQ =—DBusiness Integrated

Month 5

Microsoft Copilot Studio



Presenter Notes
Presentation Notes
FAQ Copilot engagement can decline over time compared with a Copilot that is integrated with business processes


Generative Al in Copilot Studio

Powered by Azure OpenAl Service

TO ANSWER TO ACT TO BUILD

Generative Answers Generative Actions Generative Building
Dynamically generate multi-turn answers Generate dialog and take action through The Copilot assistant helps build, design
based off an organization's content in dynamically chaining existing building and modify copilot topics through
real-time. blocks and plugins. natural language.

Generally Available Public Preview Generally Available



Generative Builder

Al assistance in building
topics, designing and
modifying a copilot- all
through natural language

Assisted authoring for:
» Topic creation and iteration
* Response generation
» Adaptive Card generation
+ Topic improvement suggestions
» Suggested trigger phrases, names, descriptions
* Transcript generation
» Copilot creation
+ Topic suggestions

fzure PVA Copilots Prompt-authored Copilot
Copilots take R
took days to Studio will take hours or
months to .
v ither author even minutes to author.

Create from description with Copilot
Write a description of what you'd like your copilot to cover, and Copilot will create your topic. Learn more
Name your topic *

Create a topic to... *

Let a user check the status of a flight, accepting the flight number and date. For each question add 2 message variations and a speech alternative.

Al-generated content can have mistakes. Make sure it's accurate and appropriate before using it, Read terms
Or try one of these examples to get started

@ Letsomeone order a pizza, choosing from commen pizza types and how many they want to order.

@ Accept a user's name, age and date of birth and then repeat their responses back to them.

@ Collect a user's street address, state and zip code. The user should be able to retry each question up to 4 times.

€) View more examples

Microsoft Copilot Studio



Generative Answers

nvironmen

Copilot Studio ©@ 2 Omnichannel/PYA -Mar... & ?

0 o . ) I
Out of the bOX’ your Cop||ot answers quest|ons based on My Custom Copllot Overview Knowledge Topics Actions Analytics Channels Settings s
the content your organization has already invested in R @ 0 6w O p—— o B
XD 5y ¥ @ Tif Create generative answers
properties X
Always up to date, your copilot uses your latest published S comce ol o o
. I . . OpenAl to create a summarized response using the )
content for each request; no more maintaining info in 9 Tigger provided e i i
two places snnes ol e
o Oniunkncwn Intent Knowledge sources during cra:atlon. try asking me about it!
= & Edt Get search results from the knowledge sources using
selected mode. utes ago
|
Enable multi-turn chat over your own internal and - W smianypeenpuns, i e Ttk
external knowledge sources, files and sites with U — @ Name e s
generative answers https://powerplatformconfc... &R e
Input .
‘ (X} Activity.Text string )‘ B ':”' To become a Power Platform admin, you
can consider the following certifications:
https://powerusers.microsof... 'i.' Microsoft Certified: Power Platform
Supports content on the web, SharePoint, Azure Open o e e bl sl
Al on your data, and direct file upload and custom calls Th e
to backends 2 : e = |
1 reference v
® I . 1 bRl o 1 Microsoft Certified: Power Platfor.. 7
a T Condition ° o All other conditions + Add knowledge -
| Surfaced with Azure Openal | § 9
You can even pull data from an API or other backend o | o S . o d
. . 1 AsK a question or describe wnat you nee
system and enable generative chat over it (i nor tan | -
-+ New condition Content moderati~
Ry

Try now at aka.ms/copilotstudio


Presenter Notes
Presentation Notes
Enhance your Copilot responses with contextual answers based on content you choose, like external websites, SharePoint, OneDrive locations, or custom data sets.
Your Copilot can find and present information from an external source even if you haven’t created a topic for it as a fallback. 
The Boost Conversations feature in Copilot Studio uses OpenAI’s GPT technology.



Generative Answers Node

* You can use generative answers within your
Copilot's topic.

 Your Copilot can query information sources by
introducing generative answers in a node.

» To boost coverage in a Generative answer's
node, you can navigate to the Data sources
menu for the node and add the data sources
you would like the node to use.

Send a Message

S) g

(?) Ask a question

Ask with Adaptive Card

3 Add a condition C} Generative answers

{x} Variable management 2 C.:nl Log a custom telemetry event

(2 Topic management > 0 Send an Event

¢ Call an action 2 (8 Send an Activity

£ Advanced > O Authenticate

. .
(% Create generative answers

Input

Enter or select a value >

@ Data sources
2 Edit

Create generative answers
properties

Search for content or provide your own context, use

X

OpenAl to create a summarized response using the

provided data.

Learn more

Knowledge sources

Get search results from the knowledge sources using
selected mode.

() Search only selected sources

Name

https://powerplatformeonfe... l:e"i

https://build. microsaft.com l:e;i
https://learn.microsoft.com l:E"i

MarkJTest 3

Knowledge Article a

https://powerusers.microsof... l:e.,i
_|_

Add knowledge

Content moderation (&)

High >



Presenter Notes
Presentation Notes
Talk to the ability of the Generative answers and how you can add or edit them. During the coming demo show it as is here in the images, and then show with some Custom instructions. (I will leave a note in Demo slide)


Generative Actions

Dynamically chains plugins together to produce actionable customer responses

& Copilot Studio @

Automatically slot-fill further details to get

the information needed for the task T

&) Name

#*  Create Project

Handle multi-intent queries that were not
anticipated or built by the user

Powered by the Azure OpenAl Service with
“LangChain” concepts

Example shows generative actions calling two APIs (Weather + custom APIs)
based on request.

My Custom Copilot  Overview

n MSN Weather - Get current weather

Knowledge Topics

Actions  Analytics

Trigger Modified by

None M) Mark Johnson 8 days

Triggered by copilat

(preview)

ago

M) Mari Johnson 13 days ago

Environment i
8 Omnichannel/PVA -Mar.. & 7 QD
4
Published 5/6/2024 Publish Settings
Test
Q Search actions



Presenter Notes
Presentation Notes
Dynamically pulls the right plugin and if an api is missing inputs, circles back with the user
Answer is just to have multi turn convo on connected data source


Shared responsibilities of security TorAlRusageior

Microsoft Copilot

Access to Al apps

Set up access control policy,
leveraging identity and access
management solutions

Access to production ©
environment

Set up access controls that strictly
restrict standing access to customer’s
data or production environment

Shared responsibility

Protect and govern data
entered and created by Al apps

Apply data security and compliance

Protect data controls on data in Al interactions.

Encrypt data at rest and in transit
based on industrial standards
(BitLocker, TLS, etc.)

User accountability of Al use

Implement and operate organization-
wide Al security training

19


Presenter Notes
Presentation Notes
There are some common concerns in using Gen AI including Data Security and Privacy, Data accuracy, Compliance and risk control for AI etc. 

From the Microsoft side, we built foundational security controls to make Microsoft Copilot enterprise ready. For example, Microsoft has strict access controls to customer’s data. Your data is yours and it won’t be shared with other tenants. All the data is encrypted and protected by industry standards.

On the other hand, organizations have responsibility to confiture access controls to determine who have access to Copilot and how to block risky access. Organizations also need to protect and govern data entered and created by AI applications. Lastly, conducting employee training to ensure users are using Copilot in a responsible way is also critical.


Copilot
Studio

Licensing Summary

RECOMMENDED OFFER
Copilot Studio

$200 per tenant/month
Tenant-wide capacity license sold in capacity packs.
1 capacity pack = 25,000 messages/month

Offer Details
* Gen Al: Al-enabled conversations
* Copilot in Copilot Studio: Create and iterate on chatCopilot topics using
expanded natural language capabilities
* Power Automate for Copilot Studio: Cloud flows —
Create automated, instant and scheduled flows within context of Copilot
Studio Copilots
» Connectors: Standard, Premium and Custom connectors
* Dataverse Default Capacity for Copilot Studio
- 5 GB Database Capacity
- 20 GB File Capacity
- 2 GB Log Capacity



Presenter Notes
Presentation Notes
Copilot Studio pricing
Microsoft Copilot Studio |

What's the difference between total sessions, engaged sessions, and billed sessions?

Billed sessions are used to measure usage against the capacity that is allocated when you purchase a license. For more information, see the Microsoft Power Platform Licensing Guide.
Total sessions and engaged sessions are metrics of analytics sessions, used to determine how efficient a Copilot is in addressing a user's questions.
Billed sessions and analytics sessions are distinct and independent.
 Extend Copilots or Create Your Own

Good to mention that Billing metrics within PPAC are expected to come by then end of the FY.

https://docs.microsoft.com/en-us/connectors/connector-reference/connector-reference-standard-connectors#list-of-all-standard-tier-connectors
https://docs.microsoft.com/en-us/connectors/connector-reference/connector-reference-premium-connectors
https://docs.microsoft.com/en-us/connectors/custom-connectors/

Assigning Licenses

To Start, a "Tenant License" should be purchased by the
tenant administrator. This is the Copilot Studio license.

Users that plan to create and manage copilots will require
a free "per user license". This is the Copilot Studio User
license

End users of your copilots do not need a special
license assigned.

Microsoft 365 admin center

Home

Active users

R Users
I .F!'tﬂti‘nl'E users 9,, Add a user O Refresh C% Reset password "2} Assign to group Ij Manage product licenses P,g, Manage role
Guest users Display name | Username Licenses

d Unlicensed
Deleted users 9as

@ AlexWu Q Unlicensed
Groups

Billing

5
(&) Irrh"\rn Clat s W Foata t b


Presenter Notes
Presentation Notes
A license for each user, also known as a "per user license" (or "Copilot Studio User License" as referred to on the Microsoft 365 admin center), should be assigned to individual users who need access to create and manage copilots.
A license for your organization, also known as a "tenant license" (or "Copilot Studio" as referred to on the Microsoft 365 admin center), should be acquired by the tenant admin. This license cannot be assigned to individual users.




Capacity Allocation

Power Platform admin center

Capacity
Home

. Summary  Dataverse Microsoft Teams Add-ons  Trial
Environments

What is a message?
A message is defined as any request or

Advisor (Preview) See where your org (tenant) is using storage, add-ons, and Microsoft Power Platform requests that could impact your capacity. Learn more

message sent to the copilot that triggers e s copey e storaos capacty by souree
an action or a response from the copilot. e © Yo e svlbl capaityscros sl sorage s Lot s abut mancing capsciy. Source

Settings
To allocate additional capacity: go to e i -
the Power Platform Admin Center, Capacity Efzi:““d 100% aailabl User censes @
select Resources . Capacity, Summary Pynamics 365 2pps m— oS Aadidonal capaciy
tab, and then select Assign to an Povier Apps assets  Log
Environment. Power Pages sites 0 070 B used 100% avaiabe

Help + support

Sem et Top storage usage, by environment



Presenter Notes
Presentation Notes
What happens if you go over capacity?
 In an environment, when consumption exceeds available capacity, the environment is in overage and some features are progressively blocked. We allow some level of overage consumption, similar to a grace period, to avoid blocking business processes.  If your environment has no more capacity, you need to provide capacity to your environment: reallocate existing capacity from the organization (tenant) or environment level. Alternatively, you can purchase more capacity and make it available to your environment.





Billing

Power Platform admin center

Licenses
i Home

. Summary Environments Intelligent recommendations (Preview)
B Environments

B Environment groups This page is displaying a summary of environments in your tenant requiring licensing attention.

New Billing report for the entire tenant!

A Advisor
O security summaries & Copilot Studio
. . . . Analytics o 4 Power Apps
This is found in the Power Platform Admin - .
=} Billing ~ Licensing summary
Center, under: @ roverrass

% setti & Copilot Studio License type Category Purchased Assigned Consumed
52 Settings

&, Finance And Operations C it
& Resources ~ A P apacity Messages capacity 25,000 0 87

Billing >Licenses>Copilot Studio

£} Help + support Capacity (Legacy)

Sessions capacit: o} a 0
Manage capacity pacty

B3, Data integration

Gp Data (preview)

Messages capacity Sessions capacity

Messages capacity assignment (MAU) M ges capacity ion (MAU)
Displaying data as of 08/16/2024 7:00:00 PM

Bﬁ Policies 3

B Admin centers s

Maonth to

87/25,000 units col

I 25,000 0 25,000
Total Assigned Unassigned 30k
20k
Power Platform -
Community Conference §
Sept 18-20 o
10k

Register now


Presenter Notes
Presentation Notes
Licenses | Power Platform admin center (microsoft.com)
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Module 2

Creating Copilots, Al, and
Topics




Building blocks of a Copilot

Microsoft Dataverse Environment

COpI IOt (0, 1T or more copilots in an environment)

User TOpiCS (1 or more in a copilot)

) System TOpiCS (9 pre-defined in a copilot)
Conversation Tree ¢ per topic)

_ Conversation tree
Trigger Phrases
Trigger Phrases

Prebuilt Entities Custom Entities

Prebuilt Entities Custom Entities

Power Automate Flows Al components
Power Automate Flows Al Components



Presenter Notes
Presentation Notes
You can have one or more copilots in your Microsoft Dataverse Environment.
It’s common to have 25+ user topics within a copilot. Within each topic you construct a conversation tree.
A conversation tree consists of trigger phrases, multiple nodes, conditions, the ability to use entities and call actions (flows or skills). Note that to use Power Automate flows in Copilot Studio they must be in a solution, within the same Dataverse environment as the copilot
You can redirect/call another user topic or system topic from within a conversation tree.

Copilot Studio comes with:
4 pre-defined user topics that you can use or delete. These are useful for learning or getting started
8 pre-defined system topics. Think of these as building blocks for your conversation. They include: Greeting, Goodbye, End of conversation survey etc. Recommend minimal editing only for these topics e.g., greeting message only. 





Topics — Different Types

My Custom Copilot f'j, Overview Knowledge Topics Actions Analytics Channels Published 7/31/2024 Publish Settings o

e There are three types of

All (Q; Custom (13 £ System (9) O Last refreshed 5 minutes ago .
.
topics:
Name Trigger Description Editing Last modified Errors Enabled
Q’]-z- Get Project Details: Lab 3- Snapshot E... % Phrases Mark Johnson 4 men... @ Off

°
D_]a Get Project Details: Lab 3- Snapshot E... % Phrases Mark Johnson 4 mon... @ Off o Syste m to p I CS
3y Get Project Details: Lab 3- Snapshot E... % Phrases Mark Johnson 3 mon... D On [ J c u sto m to p i CS

) Goodbye % Phrases This topic triggers when the user says good... Mark Johnson 4 mon... () On
Q] Greeting % Phrases This topic is triggered when the user greets ... Mark Johnson 4 mon... ‘:) On
[} How to prepare for an Interview % Phrases Mark Johnson 1mon... () On
) Inactivity % Inactivity Mark Johnson 1mon... ‘D On
21 Lunch Order % Phrases Mark Johnson 1mon... ‘D On
2} Name % Phrases Mark Johnson 2 mon... () On
ew User uest Form % Phrases ark Johnson 3 mon... n
) Mew User Req F Mark Joh 3 o]
Q_] Start Over % Phrases Mark Johnson 4 mon... ‘:) On
ank you % Phrases is topic triggers when the user says thank ... ark Johnson 4 mon... n
Thank y: This topic trigg hen th ys thank Mark Joh O
{2 Updating a row in dataverse % Phrases Mark Johnson 2 mon... On
B g

Microsoft Confidential 27


Presenter Notes
Presentation Notes
Conversation Structure: Topics define the structure and flow of conversations within Copilot. Each topic represents a specific area of inquiry or functionality that users can engage with.
Intent Recognition: Topics are designed to recognize user intents, understanding what the user is trying to accomplish or inquire about. They help route the conversation appropriately based on the detected intent.
Response Generation: Within each topic, there are predefined responses or actions associated with different user inputs or intents. These responses could be providing information, asking clarifying questions, or triggering actions like data retrieval or processing.
Customization: Users can customize topics to fit their specific needs by defining the conversation flow, adding or removing responses, and integrating with external services or data sources.
Scalability: Topics provide a scalable way to manage and organize conversation flows within Copilot. As more topics are added to address different use cases or scenarios, the Copilot's functionality can expand without sacrificing coherence or usability.


System topics
These topics are pre-populated topics that you're likely to need during a Copilot conversation. 
You can't delete, disable, or edit the trigger phrases of these topics. You can however customize the nodes on the authoring canvas, which isn't recommended until you're comfortable with building a Copilot end-to-end.
Lesson topics
Pre-populated user topics, to help understand simple to complex ways of using nodes to create Copilot conversations
You can choose to edit or delete them entirely in the same manner as for topics you create.
Custom topics
Topics that you create and edit entirely.






Topics — Different Components

I ... ciscer x

‘ 2 search

Phrases
% Start the topic when the bot receives a message
matching the tapic's trigger phrases,

Each topic has a trigger and
conversational nodes

r?-j Pacte

(=) Send a Message
Message received
@ Start the topic every time a message is received

@  Trigger : from the user.

Event received

=
@ Respond ta custom dient events.

é.ﬂ £ Edit Activity received
®  Start the topic every time the bot receives an

(7) Ask a question
« Triggers can take the form of

o actiwl}ninf\ud\'ngamessa‘gsuranevent _,‘E'u_ k th Alj t. ':: d .
S o BRI e phrases or questions the user may
e {4 Add a condition ask, specific conversation events,

T 2Z L?::L\:gopicaﬂerapenadolfnact\vityfmm v .[x]. \d'aria blE‘ rT'IEII'IEIgEﬂ"IEh‘l > Or Trlgger by COpllOt (PreVleW)

which will rely on more NLU and
not on trigger phrases.

{* Call an action >  Conversation nodes define how a
Copilot should respond to a trigger
phrase and what it should do.

(& Topic management p

@  Trigger

@ Triggered by copilot (preview)
¢ Edit

F Advanced »

Describe what the topic does

This toel can handle queries like these:

project details, tell me about the project,
what is the project about, give me mare
information on the project, project overview p

Microsoft Confidential 28


Presenter Notes
Presentation Notes
The AI uses natural language understanding (NLU) to parse what a customer types and finds the most appropriate trigger phrase or node.
For example, a user might type "Open hours" into your Copilot. The AI matches that to the Store hours topic, begins a conversation that asks which store the customer is interested in, and then displays the hours the store is open.

Here are some guidelines on writing better trigger phrases to ensure the right topics are triggering.
Trigger phrases should align with the goals and scope of the topic
Writing good trigger phrases using similar words that your end customer will use is very important in building successful copilots
Start with 5-10 trigger phrases as you build topics and continue to add variations over time. 
There is also a new way to do this with a preview feature called “Dynamic Chaining” that will focus less on specific words and phrases but in the intent behind what they users' statement was as well.
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Module 3

Building Topics
(Nodes, Flows, and More)




The Message Node

The Message Node is one of the
most common nodes used when
authoring copilots

It allows you to display standard
text, formatted text and
dynamic data in the
conversation

(=)  Message

+ Add

One moment, I'll check your order.

Text

]

Message

+ Add

[J Message variation

(8] Image

[»] Video

Basic card

4 Adaptive card

O Quick reply

ur order.

Text




The Question Node

The Question Node is another of
the most common nodes used
when authoring copilots

It provides capability to ask the
user a question and store the
data to be used and operated
upon

) Question

+ Add v

) Message variation

Text ~

now your...

IR Image

(] video

Basic card

= Adaptive card

O Quick reply

amib

er belo...

&~ Question b4

Skip behavior
Decide if the question should be skipped if
the variable already has a value.
Skip question (@
Value -
@ Allow question to be skipped
O Ask every time

Reprompt

If the bot doesn't get a valid answer to the
question, it can ask the question again.
How many reprompts &

Value =

Fepeatup to 2 times -

letry prompt (@
:| Customize

Additional entity validation
lonfigure additional validation behavior
yeyond the default for the entity type.




0) Question Text v @

Rich Text Responses

3 Message variation now your..

N Image Jmier belo...

() video

Basic card >

7 Adaptive card

O Quick reply >

Brand new rich text response
options including image and 5 ausen

° Message varia tions
a d a pt Ive Ca rd We have found your order details and the...
Med
Confirmation

Deliver enhanced experiences to Coffee Bulk Order - 12
customers and users which are Pes.
more engaging and display data

Submitted On  12/12/2021

Order Amount 450.00

in more dynamic ways

Product A Amount $400.00

GST $50.00

Order Amount $450.00



Presenter Notes
Presentation Notes
Image you can add an image which will be displayed on the card. Add the URL of the image and optionally a title.
Video you can add a video URL which needs to be a publicly available MP4 or a youtube video URL
Basic Cards are simple cards that provide adaptive card like visuals however require standard input such as Title, Messages and the ability to add ‘Buttons’ with basic actions.
Adaptive Cards can be added which are platform agnostic cards designed to be flexible to suit the need at the time, including requesting action, displaying information so it is displayed with emphasis on specific information or more. Copilot Studio preview supports Adaptive Cards v.1.3 at the time of writing and currently only informational cards are supported (you cannot use action.submit to return a value).
Quick Replies allow users to select from specific options rather than have to type the response out in text based scenarios. They are optional so a user can still type or speak their own response, and should be used to provide common suggestions or to help give the user ideas on the type of information being asked.



Adaptive Cards

« Adaptive Cards are platform-agnostic

cards that you can tailor to your needs. [ 5 Message - e . .|  Adaptive Card properties X

You can design Adaptive Cards using o I = = o |

the Adaptive Cards Designer or author the B « EditJSON P

JSON directly. e i D |
« Copilot Studio supports AdaptiveCard -, | a0

schema version 1.3 or lower. 0

to



Presenter Notes
Presentation Notes
https://learn.microsoft.com/en-us/power-virtual-agents/authoring-send-message#add-an-adaptive-card



https://adaptivecards.io/
https://adaptivecards.io/designer/

Topic Management

{5  Message Text . Select a topic L SV

‘ SO Search
+ Add

Q Re-direct and connect
/\ [ ]
K 8K customers to related topics :

Order Cancellation
Order Status

Use it when:

. . . . J° Go to another topic >
A conversation requires more than one topic, such as when Reset Conversation _
you need to ask a clarifying question to determine which i e current topie
topic the user needs

End all topics

Start Qver | %7' Transfer conversation
= Go to step
Thank you

{*) End conversation



Presenter Notes
Presentation Notes
Go to another topic: This node has an extended flyout menu where you can then go to another topic which needs to be selected
End current topic: This ends the current topic and it is used where the topic was called from another topic, from which it would be returned to where it was originally called from. This can also be used in branching conditions. If this is used to end an entire topic of branch, the behavior will operate like ‘End all topics’ below.
End all topics: End all active topics and the next message from the user will be as a new conversation, and the copilot will trigger the most appropriate topic based on that user message, starting a new active topic. 
Transfer Conversation is used to transfer to an agent and send a contextual message. (Not Supported in Preview)
Clear all variables clears all variable values. This is important if you want to begin or loop back into the same topic but take new values, especially if you have configured question behavior properties where a question could be skipped if it already had a value.
Go to Step allows a copilot author to navigate to another node in the open topic. This is great for looping scenarios or if you want to gather more information from the user.
End Conversation confirms the customer has their query answered and would be a natural end to a conversation.


Call an Action

Flugin (preview)

(=) Send a message

Ask a question

Ask with adaptive card
1 Add a condition

{x} Variable management
(@ Topic management

£ Call an action

= Advanced

< Select an action
Basic actions Connector (preview)
SO Search
y Create a flow
Launches Microsoft Flow
= Create a prompt

&

Create an action using Natural Llanguage
Skill or Skill action

Go to Skills to add a skill to your copilot
Get Project Information

Updated

Create a case from Bot

Updated

Call this flow from Power Virtual Agents.

Search Dynamics 365 knowledge article flow

(Disabled)
Create Project
Updated

Get Case GUID

Updated

Get Case GUID With Parallel Branch for Learning

(Disabled)

[

Call an action to create or call:

1. Power Automate Flows
2. Connectors (Preview)
3. Plugin Actions


Presenter Notes
Presentation Notes
To call Power Automate Flows and insert authentication nodes, select Call an action.
If you've configured hand-off to omnichannel with voice-based capabilities, you'll see more actions.
Example:
Call a flow action to know the weather
 


Send Events and Activities

» Copilot Studio provides two nodes that B tventactivity
allow you to send non-message activities: ~ [m |
MyCustomEventMame bl

Send an Event and Send an Activity. B Paste

(2 Send a message Value
« Event activities are sent from the Copilot () Ask s question E ’“*"a“’“"f“l* |
and can be intercepted and used by the sk with sdpive cara
channel, which decides if and how to use 1. Add s condition -
the activities. {x} Variable management 5 (% Generative answers (2 Invoke activity
{3 Topic management 5 @ Send HTTP request Type
« Additionally, there are other activities you G Callan acton 5| (G Loga custom telemetry event vore -
can send that are subset of the ones & Advanced > 9 Sendanevent Conversation update
offered in the Copilot Framework Schema ;9 Send an actity :*iﬂ
Authenticate nvoke

- ActivityTypes Class, such as Typing and
Invoke Response.

Invoke response

Typing

. Command LJ

Command result


Presenter Notes
Presentation Notes
Sending event activities - Copilot Studio | Microsoft Learn


https://learn.microsoft.com/en-us/dotnet/api/microsoft.bot.schema.activitytypes
https://learn.microsoft.com/en-us/dotnet/api/microsoft.bot.schema.activitytypes

Use Expressions with Power FX

Enter formula 7 X

« Power Fx is a low-code language that uses Varsties  Formala
Excel-like formulas, that you can use to e [ over=ation T3 I
create complex logic that allows your

{x} Set Variable Value
Copilots to manipulate data S e
Output @ System.Conversation.ld
. ‘(x} Varl string >‘
* For instance, a Power Fx formula can set o

Enter or select a value

the value of a variable, parse a string, or
use an expression in a condition.

&4 Condition : & All Other Conditions

Function

fx Topic.bookingDate > Date...

(5  Message Text
Add B I = = (x

(5  Message

Sorry, you don't qualify faradwscountl |

1


Presenter Notes
Presentation Notes

Create expressions using Power Fx (preview) - Copilot Studio | Microsoft Learn

Microsoft Power Fx overview - Power Platform | Microsoft Learn



Use Enhanced Speech Authoring Capabilities

Text :
Directly add SSML overrides s
Enter 2 message Pese —‘
| (=)  Message Speech v i 1
Enhances speech enabled text
o + Add ~ SSMLtags v~ {x}
copilots o N
Enter a me Audio
e — Break _—
Emphasis
Tailor the best experience for prosod
M a / t v

your customers



Presenter Notes
Presentation Notes
The copilot doesn’t follow the dialog script blindly. It intelligently uses all the information it has available to decide when to ask questions and when to skip them. 
For example, if the user provided information earlier in the conversation the copilot will remember that and skip asking about it again.


Productivity and Pro Code Options

Author copilots faster with — :
e o o A . Topics > Check Order - Contoso Coffee
pI‘OdUCtIVIty options |nc|ud|ng

beginDialog:
: kind: OnRecognizedIntent
copy and paste
y : intent:
6 displayName: Check Order - Contoso Coffee
triggerQueries:

- order delivery
- I have a question when my order will be delivered
- I have a question on the time for my order

I have a question about my order

question about my order status

Use the code view to quickly S aueeeion oy onaes

confirm my order

order confirmation

code message content o| | -zmane

Check order status

actions:
- kind: SendMessage
id: sendMessage 4KMeq4
message:
text:

- Thank you for your message! I can certainly check the order for you.

MOd ify anywhere d ialog fIOW ¢ - Thank you very much for your message. I can absolutely help with your request!
without disruption



Presenter Notes
Presentation Notes
The copilot doesn’t follow the dialog script blindly. It intelligently uses all the information it has available to decide when to ask questions and when to skip them. 
For example, if the user provided information earlier in the conversation the copilot will remember that and skip asking about it again.


Variables




Use Variables to Navigate Customers to Tailored Content

Direct your customers to
content you want them to see

Add variables to keep customer
information for later in the
conversation

(7)  Question Text v @ @
What is your age?
Identify
B Age > V
S espon
17) Age mbel > |
l

A All other conditions

Vaii ava alinilkla far tha Niammand nland

Variables

Browse

Topic (1)
X} Age

Global (0)

Test Q
3 B
number D D



Presenter Notes
Presentation Notes
Variables let you store information to recall later in the conversation

Combine variables with Power Automate to invoke actions (flows) and retrieve information from existing back-end systems


Conditions

()  Question Text v/
(O Paste S Conditions utilize branch logic
Identify 1
() Send a Message - ! to force the conversahoq path
to branch based on specific
(?) Ask a question (20 Age rums 3 criteria
, .
Ask with Adaptive Card ( i 1
& Add a condition ) Condtion  — Example: Health insurance
9 b : Copilot asks the user about
{x} Variable management > s e - O Message Tt v hei d lici
60 > thelr age and suggests policies
(a4 Topic management > e | +Yo/:d:r:e“giblefortheDiamondplan! based on age above or below
. i 60 years.
[/ call an action D 5 Message Tt y

+ Add v

= Advanced

You are eligible for the Platinum plan!


Presenter Notes
Presentation Notes
Conditions utilize branch logic to force the conversation path to branch based on specific criteria, for example, the user's response to a question.
To add branching logic based on variables, select Add node (+) to add a node, select Add a condition, and then select Branch based on a condition.
Select the variable that will determine whether the Copilot conversation should branch at this point.
For example, if you set up user authentication, you might specify a different message if the user is signed in (which may have happened earlier in the conversation).




Variable Scope

Variable properties

Variable name

Age

Type

number

Reference

@ Question
What is your age?

Type (number) derived from here

View all references

Usage

@ Topic (limited scope)
E] Receive values from other topics
D Return values to original topics

O Global (any topic can access)

Variable properties

Variable name

Global. Plan

Type

string

Reference

Set variable value

X
t ® Global.Plan setto fx "

Type (string) derived from here

View all references

Usage
O Topic (limited scope)
@ Global (any topic can access)

D Allow to carry between sessions

D External sources can set values

Save user's responses in a Copilot
conversation to variables and reuse them later
in the conversation.

Scope of a variable:

« By default, a variable is limited to the Topic
(limited scope) where it's created.

* You can also create a Copilot variable, which
applies across the entire Copilot.


Presenter Notes
Presentation Notes
In some systems, these types of variables are known as global variables.  In Copilot Studio, these variables are called Copilot variables, because they apply across the entire Copilot.





Variables — Manage Copilot variables

Variable properties X
Variable name I
Gl !
&~ Variable properties X . ) )
o l You can manage the Global variables with options such as:
s ererences . .
"™ Pran « Understanding its references
Variabl i X . . . .
i I s [ » Seeing which other topics use the variable
I_E wrereve Refere yeage « Allowing the variable to be set from external source
: PI . .
L thecrg T « Enable values to the carried over between sessions

O Topic (limited scope)

5 S{: Currer

@ Global (any topic can access)

Health | -
[ Allow to carry between sessions . . . . .
. ! For example, if you have a username from a sign-in script or if you

[ External sources can set values want to pass variables through query parameters to an embedded
Copilot.



Presenter Notes
Presentation Notes
Add variable to an embedded Copilot - Use chatCopilot variables to carry content across topics - Copilot Studio | Microsoft Docs





Entities




Entities

Method

89 Chatbots Power Virtual Agent Copilots are capable of natural
| language understanding. An important aspect is to
@ Overview Money X identify entities from user dialogue.
EI TOpiCS Description .
Monetary amounts, extracted as a number Entlty types:
B8 Entities
L

Prebuilt

Analytics * Prebuilt, such as age, colors, numbers, and names.
| Usage » Users can also create their own custom entity.
-1. PUbIISh User input Entity Saved value
@ Settings It costs 1000 dollars 1000 dollars 1000.00
3hems for S1K sik 100000 An entity can be viewed as an information unit that
It costs a theusand five hundred A thousand five 1500.00 represents a Certain type Of a real_World SUb_jeCtl |ike a

hundred

phone number, zip code, city, or even a person's name.
Users can also create their own custom entity.



Presenter Notes
Presentation Notes
For example, when a user writes "It costs 1000 dollars", using this money entity the Copilot knows the "1000 dollars" represents the money type of information. When the Copilot extracts this entity and saves it to a variable, it will save "1000" as a number even though the surrounding information was text.

Another example could be, if a user writes “I want to buy a business laptop” You wouldn't ask the user the purpose of the laptop they would like to buy (which means, the relevant question has to be skipped).



Custom Entities

Chatbots

Overview

Topics

Entities

Analytics
Publish

Settings

-+ New entity

Entities ®

Create an entity

4

pr—t,

+

Make your bot smarter with entities.

An entity is a piece of information (person, place,
thing, or concept) that the bot might want to pick
out from what your customer says.

Learn how to use entities

Choose a method

Example: List of sizes

Closed list
) X Extra small
Define a list. Use when you have i o
5 - 5 ma
an exact list of items that is a
Medium
manageable size (small to
Large

medium).

Example: Article ID pattern that
starts with "kb" and ends with 6
Define a specific logical pattern,  digits, such as 'kb123456".

such as an ID number, credit

Regular expression (Regex)

card number, IP address, and kbI0-gli6}

more.

There are two types of custom
entities.

1. Closed list entity let you define
a list of items. This is best used
for small lists that are easy to
manage and that have simple
item labels.

2. Regular expression (regex)
entity let you define logical
patterns that you can use to
match and extract information
from an input.


Presenter Notes
Presentation Notes
The prebuilt entities cover commonly used information types, but on some occasions, such as when building a Copilot that serves a specific purpose, you'll need to teach the Copilot's language understanding model some domain-specific knowledge.
For instance, let's say you want to build a Copilot for an outdoor store. In this case, you'll need to teach the Copilot to acknowledge the "outdoor gears product" category in a dialog.
To do this, you need to create a custom entity. In this case, you can create an entity that gives the Copilot the knowledge of all outdoor product categories.



=. Microsoft Power Platform
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Surfacing the Copilot




Publish your first
Copilot




Publish the Copilot

[ J YO u n eed to p u b | IS h th e My Custom Copilot Overview Knowledge Topics Actions Analytics Channels Published 5f5.v‘202 Settings

Copilot at least once .
befo re you r customers Your copilot is ready! Here's what's next: [ ees]

{» Add actions so your copilot can do things for you

Ca n i nte ra Ct Wit h it O r 2y Build topics to focus and guide how your copilot answers Q -
befo re yo u Ca n S h a re it I Publish your copilot so others can use it >
with your teammates. 5 e

®
]

* Any time you publish the
Copilot will be shown to pesivien
your end users as it was
at the time of the

.
U bl IS h Knowledge + Add knowledge

. Add data, files, and other resources to inform and improve Al-generated responses,
(: Disabled

Allow the Al to use its own general knowledge (preview). Learn more



Presenter Notes
Presentation Notes
More details about publishing PVA Copilot
Fundamentals - Publish a chatCopilot to various channels (contains video) - Copilot Studio | Microsoft Docs



Configure Channels




Available Channels

« Expand your agent’s reach.

My Custom Copilot Overview Knowledge Topies Actions Analytics Channels Published 5/6/2024 Publish Settings

» Deploy your virtual agent on

Publish status Publish

ity of your copilot

widely used services.

@ Published by Mark Johnson 5/6/2024, 9:14 AM

[3Demo website

» These include live websites,
mobile apps, and messaging
platforms like Microsoft Teams
and Facebook.



Presenter Notes
Presentation Notes
Talk also about test Vs publish to a website for testing before go live. 
More details about Channels
Fundamentals - Publish a chatCopilot to various channels (contains video) - Copilot Studio | Microsoft Docs

The connection steps are different for each channel. See the related article in the list below more information:
Microsoft Teams
Demo Website
Custom Website
Mobile App
Facebook
Azure Copilot Service channels, including:
Skype
Cortana
Slack
Telegram
Twilio
Line
GroupMe
Direct Line Speech
Email




Configure
Other Channels

Configure a chatCopilot for a live or demo
website (contains video)

Add a chatCopilot to a Power Page in Power
Apps

Add a chatCopilot to Microsoft Teams

Add a chatCopilot to mobile and web apps

Add a chatCopilot to Facebook

Add a chatCopilot to Azure Copilot Service
channels



Presenter Notes
Presentation Notes
Depending on the channel selected, the setup process will be different, use this slide as guidance to the specific documentation.

https://docs.microsoft.com/en-gb/power-virtual-agents/publication-connect-bot-to-web-channels
https://docs.microsoft.com/en-gb/power-virtual-agents/publication-connect-bot-to-web-channels
https://docs.microsoft.com/en-gb/power-virtual-agents/publication-add-bot-to-power-apps-portal
https://docs.microsoft.com/en-gb/power-virtual-agents/publication-add-bot-to-power-apps-portal
https://docs.microsoft.com/en-gb/power-virtual-agents/publication-add-bot-to-microsoft-teams
https://docs.microsoft.com/en-gb/power-virtual-agents/publication-connect-bot-to-custom-application
https://docs.microsoft.com/en-gb/power-virtual-agents/publication-add-bot-to-facebook
https://docs.microsoft.com/en-gb/power-virtual-agents/publication-connect-bot-to-azure-bot-service-channels
https://docs.microsoft.com/en-gb/power-virtual-agents/publication-connect-bot-to-azure-bot-service-channels

Authentication




User Authentication

 Sign in directly from within

your Copilot. Settings
 Authentication providers: & Copilot detais Security
i AZU re Active DireCtory V1 e o .::'::f:inL;tsi::i|'::f‘.tityduringaci";at.
@ Security

Web channel security
Review other enhanced security options.

* Azure Active Directory v2

* Azure Active Directory v2 & kil
with Certificates & Voice

3% Languages

* Any identity provider that
complies with the OAuth2
standard

& Language understandi...

= Advanced


Presenter Notes
Presentation Notes
Choose the best authentication option
https://docs.microsoft.com/en-us/power-virtual-agents/configuration-end-user-authentication#choose-the-best-authentication-option

Process to set Authentication for PVA
https://docs.microsoft.com/en-us/power-virtual-agents/configuration-end-user-authentication#use-azure-active-directory-as-your-identity-provider


https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-auth-code-flow
https://docs.microsoft.com/en-us/azure/active-directory/develop/v2-oauth2-auth-code-flow

Authentication Types

< Authentication

Ld L d
Th ree O ptlo n S to CO nfl g u re Verify a user's identity during a conversation. The copilot receives secure access to the user's data and is able to take actions on their behalf, rasulting
° ° ° in a more personalized experience.Learn more
L]
Authentication in PVA:

Choose an option
® No authentication

1. No authentication

{0 Microsoft Entra ID authentication in Teams and Power Apps

When selecting this option, all other channels will be disabled.

2. Only for Teams

(O Authenticate manually

Set up authentication for any channel

3. Manual (for any channel
including Teams) [ save |


Presenter Notes
Presentation Notes
Choose the best authentication option
https://docs.microsoft.com/en-us/power-virtual-agents/configuration-end-user-authentication#choose-the-best-authentication-option

Process to set Authentication for PVA
https://docs.microsoft.com/en-us/power-virtual-agents/configuration-end-user-authentication#use-azure-active-directory-as-your-identity-provider



No Authentication

< Authentication

. ho h link to th
Any u Se r W O as a I n to t e Verify a user's identity during a conversation. The copilot receives secure access to the user's data and is able to take actions on their behalf, resulting
M M M in a more personalized experience.Learn more
Copilot can chat with it.

Choose an option

® No authentication

Publicly available in any channel

e Can't control user level access.

{0 Microsoft Entra ID authentication in Teams and Power Apps

When selecting this option, all other channels will be disabled.

(O Authenticate manually

Set up authentication for any channel


Presenter Notes
Presentation Notes
Choose the best authentication option
https://docs.microsoft.com/en-us/power-virtual-agents/configuration-end-user-authentication#choose-the-best-authentication-option

Process to set Authentication for PVA
https://docs.microsoft.com/en-us/power-virtual-agents/configuration-end-user-authentication#use-azure-active-directory-as-your-identity-provider



Only for Teams and
Power Apps

<{ Authentication

Verify a user's identity during a conversation. The copilot receives secure access to the user's data and is able to take actions on their behalf, resulting
in a more personalized experience.Learn more

Choose an option

* Only work on the Teams channel. All O No authenticaton

. Publicly available in any channel
Oth e r C ha n n e | S a re d I Sa b | ed . ® Microsoft Entra ID authentication in Teams and Power Apps

When selecting this option, all other channels will be dizabled.

« User will always be signed in.
‘Require users to sign in’ setting is O Authenticate manually
Set up authentication for any channel
turned on and can't be turned off.

« Control user access with Copilot
sharing.


Presenter Notes
Presentation Notes
Choose the best authentication option
https://docs.microsoft.com/en-us/power-virtual-agents/configuration-end-user-authentication#choose-the-best-authentication-option

Process to set Authentication for PVA
https://docs.microsoft.com/en-us/power-virtual-agents/configuration-end-user-authentication#use-azure-active-directory-as-your-identity-provider



* Work for any Channel including

Teames.

If the service provider is either Azure
Active Directory or Azure Active
Directory V2, you can turn on
‘Require users to sign in’ to control
who in your organization can chat
with the Copilot using Copilot
sharing.

For Generic OAuth2, you can turn
‘Require users to sign in’ on or off.
When it's turned on, a user who
signs in can chat with the Copilot.
You can't control which specific users
In your organization may chat with
the Copilot using Copilot sharing.

Manual Authentication <

Verify a user's identity during a conversation. The copilot receives secure access to the user's data and is able to take actions on their behalf, resulting

in a more personalized experience Learn more

Choose an option

(O No authentication

Publicly available in any channe

) Authenticate manually

Set up authentication for any channel

I} Require users to sign in
Redirect URL

hittps://token.botframework.com/.auth/web/re

Service provider *

Azure Active Directory v2 w

Client ID =
38877aff-c436-4434-8c0¢c-e1b2c13dTeae

Client secret *

----------------------------------------

Token exchange URL (required for $50) Learn
more about S50

Enter your token exchange URL (required for §

Tenant ID

Scopes (O
profile openid

(O Microsoft Entra 1D authentication in Teams and Power Apps
‘When selecting this option, all other channels will be disabled.

U copy


Presenter Notes
Presentation Notes
Choose the best authentication option
https://docs.microsoft.com/en-us/power-virtual-agents/configuration-end-user-authentication#choose-the-best-authentication-option

Process to set Authentication for PVA
https://docs.microsoft.com/en-us/power-virtual-agents/configuration-end-user-authentication#use-azure-active-directory-as-your-identity-provider



Require Users to Sign-in < s

Verify a user's identity during a conversation. The copilot receives secure access to the user's data and is able to take actions on their behalf, resulting
in a more personalized experience Learn more

Choose an option

(O No authentication
Publicly available in any channe

* Comblnlng the () Microsoft Entra ID authentication in Teams and Power Apps
Copllotls authentication N \-‘.""ense%:tngthsop'.mr all other channels will be disabled.

. o . ® Authenticate manually

optlon and ReqUIre user to Slgn Set up authentication for any channel

in allows you to control who in the d':’ Reuie et 0 g0

. . . Redirect URL

Organlzat|0n Can Chat Wlth the hittps://token.botframework.com/.auth/web/re U copy

Copilot. This control will be done

using the share the Service provider

. . . Azure Active Directory v2 2%
Copilot configuration.

Client ID =
38877aff-c436-4434-8c0¢c-e1b2c13dTeae

Client secret *

AR RN EEAN R R R R RN

Token exchange URL (required for $50) Learn
more about 550

Enter your token exchange URL (required for §

Tenant ID

Scopes (0
profile openid



Presenter Notes
Presentation Notes
Choose the best authentication option
https://docs.microsoft.com/en-us/power-virtual-agents/configuration-end-user-authentication#choose-the-best-authentication-option

Process to set Authentication for PVA
https://docs.microsoft.com/en-us/power-virtual-agents/configuration-end-user-authentication#use-azure-active-directory-as-your-identity-provider


https://docs.microsoft.com/en-us/power-virtual-agents/admin-share-bots
https://docs.microsoft.com/en-us/power-virtual-agents/admin-share-bots

Share Copilot with
Other Users




Copilot Sharing

« Copilot can be shared with other users to chat with it.
* Prerequisite:

« The Copilot's end user authentication setting must be configured to Only for Teams or Manual,
with Azure Active Directory or Azure Active Directory V2 as the provider.

« Required user sign-in must be enabled to manage who can chat with the Copilot in your

g Share copilot
PUb[IS h SE‘tt"'lg 5 T'E'St Share with users to collaborate or with security groups to use your copilot. Learn more
@ GC’ t':' dl’.—“l""‘lﬂ "I'W'EbSItE | Enter a name, security group, or email address
|- Export copilot Sort by Name -
Mark Johnson
'E_l | 1] F:I O |_t co p | | Ot Owner, Manager, Power Automate user, Transc
'|E|' DE|E’EE My organization
@ Everyone in ChicagoEDUEvent
None
[& Share "

Select or add a user to set their permissions


Presenter Notes
Presentation Notes
More details about Copilot Sharing
Share and collaborate on chatCopilots with other users (contains video) - Copilot Studio | Microsoft Docs



https://docs.microsoft.com/en-us/power-virtual-agents/configuration-end-user-authentication

Share Copilots with Security Groups

Copilot can be shared with Users and
Security groups so their members can
chat with the Copllot.

Select the Send an email invitation to new
users check box to let user(s) know about
the sharing.

Share copilot bt

Share with users to collaborate or with security groups to use your copilot. Learn more

UserlA

Enter a name, security group, or email address

Copilot permissions

New users The user's permissions for this copilot.
User1A % + Manager
Manager, Power Automate user Can view, edit, configure, share, publish copilot but not delete it.
.~ Power Automate user
Sort by Name Can create and add flows to the copilot. Learn about sharing flows

@ All flows added to your copilot, current and future, will be shared with this user.

Mark Johnson
Owner, Manager, Power Automate user, Transc... ® Transcript viewer

Can't view transcripts of chat sessions with end users.

My erganization

e Everyone in ChicagoEDUEvent
None

Send an email invitation to new users

m Ca ne EI
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Share Copilot with Security groups 
https://docs.microsoft.com/en-us/power-virtual-agents/admin-share-Copilots#share-Copilot-with-security-groups

More details about Copilot Sharing
Share and collaborate on chatCopilots with other users (contains video) - Copilot Studio | Microsoft Docs
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Module 5

Evaluating the Copilot and
Solutions




Copilot Creation Lifecycle

Publish
your copilot

Measure
your copilot
performance

Test your
copilot

v

Create new
conversation

Create new
topics

Create new
copilot

Test your Wy

Publish R

your copilot Revise
conversation

Measure
your copilot
performance
Revise
topics
Revise

copilot
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Creating a copilot is an easy step by step process.  
First you sign up for Copilot Studio and create a new copilot
Then create new topics with trigger phrases and build a conversational tree
Immediately you are able to test this using a test copilot and a demo website that can be shared with other users
Once you are happy with what you’ve built, you can publish this copilot to different channels that are made readily available by Copilot Studio
Each copilot also has performance analytics to enable a feedback loop so you can continuously and easily enhance your copilot to optimize the customer experience.

Revising your copilot follows the same process.


Monitoring Copilot
Performance with
Analytics




View Analytics

Copilot Studio provides a comprehensive set
of analytics that show you the key
performance indicators for your bot. e e e i et

The Analytics page is where you can view
metrics to monitor how well your bot is
serving your customers and find ways
improve it.
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More detailed information about PVA analytics
https://docs.microsoft.com/en-us/power-virtual-agents/analytics-overview








Enhance your Copilot from Analytics

GAIN VISIBILITY OF MANY PARAMETERS

Summary charts

Engagement over time chart

Session outcomes over time chart
Resolution rate drivers chart
Escalation rate drivers chart

Abandon rate drivers chart

My Custom Copilot Overvew Knowledge Topics Actions Analytics Channels Published 5/6/2024  Publish Settings

Analytics
Updated about one hour ago

Experience the richer
analytics platform!

Improve your copilot quality with
powerful new insights on customer
satisfaction, session health, and more.

Sign up for early access

| summary 5/1/2024 | H 5/28/2024 H ‘ m

Customer satisfaction

Total ses [0) 25% V Engagementrate ()  33% V. Resolution rate (1) 17% V Escalationrate  (7) 100% ¥ Abandon rate (1) 13% A CSAT (D 20% A

i 76 | 38% o4 17% A“ 0% 83% Nw\ 50 |

Eagagement overtine (1) Session outcomes over time (1)

@Engaged @Unengaged Resolved @Escalated @ Abandoned

A AN

P R . e R R A T PP
AN G B g g 8 0 T g 0 0 o o o o o

L]
100%
50%
0%
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Easily see what’s working and what to improve
Analyze copilot/customer conversations to better understand how specific topics are performing, what’s impacting your CSAT, and identify where there is room for improvement

Quickly figure out what to build next
Easily see which conversations are going to human agents and determine which topics to teach your copilot next 


https://docs.microsoft.com/en-us/power-virtual-agents/analytics-summary
https://docs.microsoft.com/en-us/power-virtual-agents/analytics-summary#engagement-over-time-chart
https://docs.microsoft.com/en-us/power-virtual-agents/analytics-summary#session-outcomes-over-time-chart
https://docs.microsoft.com/en-us/power-virtual-agents/analytics-summary#resolution-rate-drivers-chart
https://docs.microsoft.com/en-us/power-virtual-agents/analytics-summary#escalation-rate-drivers-chart
https://docs.microsoft.com/en-us/power-virtual-agents/analytics-summary#abandon-rate-drivers-chart

Summary

T
. My Custom Copilot Overview Knowledge Topics Actions Analytics Channels Published 5/6/2024 Publish Settings T:;l
Analytics

Updated about one hour ago

Experience the richer
analytics platform!

Improve your copilot quality with
powerful new insights on customer
satisfaction, session health, and more,

Y E—
- i
Sign up for early access - ] a_—
o— =

| summary 5/1/2024 = H 5/28/2024 = |

Customer satisfaction

Sessions Total sessions (1) 250 ¥ Engagement rate (i) 33% ¥ Resolution rate (i) 17% ¥ Escalationrate  (7) 100% ¥ Abandon rate  (7) 13% A CSAT (D 20% A
Billing
Boost conversations 7 6 h \ 3 80/0 1“ 1 70/0 ﬁ ‘ P' 0 O/D 83 O/D J w h ‘ m 5 0 ‘\

Engagement over time (D Session outcomes over time (D
@Engaged @Unengaged @ Resolved @Escalated @ Abandaoned
100%
20
I 50%
0 —H - -_—
S 3334333338832 4F3 0%
- d &% I W B R B FE S - A @ F B BB Y S S | S | PO Y S| | N | S S S| "SR S| - | S | N | S| SN | U | S | S N | S S | | "N | Y 1}
S22 s s h S ousiznE g REE L L LR R (ST | Lt Lol Lo Lol (Ll S LA LR Lol Lt | Lol | S (Lol Sl Ul { Ll L (Lol ol Lol (P e
Z 3 338 @88 85355 oo AU LG T LR TN IS USRI L LS RS i CLaR LRI LAl g
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Customer Satisfaction

« CSAT report shows

* Detailed view of CSAT
survey data

* Average CSAT score over
time

« Topics that are having the
most impact on the CSAT
score
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Sessions

« Session's transcript can be

downloaded and imported Summary p—— |- s7zmrm8 M=
into Excel for further analyses. Customer satisfaction
| Sessions Sessions for download
Billing 5/22, 12:00 AM CDT - 5/22, 6:59 PM CDT
Boost conversations 5/22, 7:00 PM CDT - 5/23, 6:59 PM CDT

5427, 7:00 PM CDT - 5/28, 4:28 PM CDT
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This tab will show
the copilot’s billing
and usage.

Summary Customer satisfaction Sessions Boost conversations 5/1/2024 = ‘—‘ 5/31/2024 = ‘ m
Total billed sessions  (7) Total billed sessions over time
1.0
05
Change from the previous period
00 R O PO S ) O ) T S O O S O T 1 J1 S S| 'Y
W a1 w1 g 0 ql gl gl QT WV 1 Al 01 el g 4 gl gl o A T ol b b 1 all gl gl
AT T T T B e i g g0 {3\\% ‘3\\\ %\\'l ‘)\\% {3\\\; %\.\% %\\b 6\{\. (}\\‘b ‘)\\q .',,\'1“ ‘J\FL\ {3\11 ‘3\1'5 ‘3\1\: ‘)\‘f’ 6\1\: {3\{\ ‘3\1% 5\-1}\ "_\\3% {)\.5'\
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Boost Conversation

My Custom Copilot Overview Knowledge Topics Actions Analytics Channels

S ey « Boost Conversation report
analytics platform! ShOWS

Improve your copilot quality with
powerful new insights on customer
satisfaction, session health, and more. -

— » Breakdown of
Sign up for early access U o _—
—— - oF = answered and
s[5 o |- [amamee =] unanswered
S:;c:::r o GPT Answers rate What went wrong G e n e ra t ive A n Swe r
Billing E— of 09:49 PM, 05/26/24 As of 09:49 PM, 05/26/24 . P Sy O p po rtu n itieSO

| Boost conversations

* Pie Chart of What
happened when an
answer failed to be
given.



Presenter Notes
Presentation Notes




Telemetry with Application Insights

* Gain deeper insights with advanced
telemetry from Application Insights using
Bot Framework Composer with Copilot
Studio.

* See which features are most used, detect
unwanted behavior, availability issues,

performance and more.

* An Azure Subscription is required.

Web pages
Client apps

Al

HTTP
eguests

Application
Insights

Dependency Calls

External
Services

Visual Studio D)
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Capture telemetry with Application Insights - Copilot Studio | Microsoft Learn




Telemetry with Application Insights

& Copilot Studio @

Settings

* Gain deeper insights with advanced
telemetry from Application Insights using R
Bot Framework Composer with Copilot e Feplii ot

% Generative Al

St u d i O o General Advanced

& Security

et = Export [i] Delete

Application Insights
ab Entities

Automatically send telemetry for your copilot into an Application Insights resource. You can also

® See Wh iC h featu res a re m OSt u Sed, d etect & Skills log custom telemetry events from within your topics. Learn more

Connection string

4 Languages

unwa nted be h aVi 0O r' ava i |a bi | ity iss u eS, L o Pr:vitdethe connectionrstringj:-:ur your Application Insights resource.
performance and more.

Where can | find my connection string?

Advanced options

* An Azure Subscription is required. @ Logsctties

O Log sensitive Activity properties 0

m Log node actions (@D

Metadata

Metadata holds all the information to uniquely identify your copilot and its endpoints. It can be
used for calling your copilot or using your copilot in external scenarios. Learn more

Environment ID

50cf3be6-52ff-e9e2-baaa-a7505bb42f1b I
Tenant ID
1557f771-4dcBe-4dbd-8b80-dd00a88e833e e
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Capture telemetry with Application Insights - Copilot Studio | Microsoft Learn




Deploy Copilot Using
Solutions




Solutions

Used to transport apps and
components from one environment
to another.

N\
e O

4

S
N~

Unmanaged solution

/

* Recommended only during development

 No restrictions on what can be added or
removed

« Useful when moving solution to another dev
environment where makers can modify the
solution.

Import Solution
Managed/Unmanaged

Export Solution

Dev Prod
Environment Environment

Managed solution

» Recommended when there's no active
customizations planned

« Components can't be added or removed

» Useful to locking down the component states
so they can't be edited.



Deploying your Copilot

. —
* You use solutions to export

—+ Newsolution & Edit [i] Delete | — Export s Sol

= <+ New solution |« Import () Ope

bots from one environment

{2 Home

and import them into another. Solutions solutions
Learn
* The solution acts as a "carrier” Display name
for the bots, and you can ©  Contoso bos
import multiple bots in one
solution.

« By default, when you create a + New prc}ject (B Open AppSource
Bot, it is added to the

Environment's Default
Solution, which can’t be
exported.

* You need create a new
solution, and add your bot to
it, in order to export your bot.
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More details about Bot deployment 
Export and import bots using solutions (contains video) - Copilot Studio | Microsoft Docs


New Copilots and Solutions

* The new process is to use Al L R T
to help you build your custom - === &
CO pi |Ot. 2 P::ta:::j:age is English

 Tell the tool what you want
from your copilot and it will
build out a copilot to continue
to iterate on.

 Tell it want you want from
data sources, to goals, and to
tone.

Hi, I'm here to help you build a custom copilot. In a few sentences, how will your copilot assist your users?

« Once you answered all you
want and it looks good in the
left hand navigation, click
“Create.”
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More details about Bot deployment 
Export and import bots using solutions (contains video) - Copilot Studio | Microsoft Docs


New Copilots and Solutions

 If you have previously created
a solution, you can click the
three dots to the right of
“Create” and select the Edit
advanced settings before

Advanced Settings

creating your copilot.

Schema Name = ()

« This way you can select what
solution your copilot is
automatically added to once
it's created, if not it will be in
the Common Data Services
Default Solution.
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More details about Bot deployment 
Export and import bots using solutions (contains video) - Copilot Studio | Microsoft Docs
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