








Communications Strategy

The communication strategy should be a simple common understanding of all
parties involved in deployment on where, when and how they can be contacted
during the deployment tasks.

Testing & Verification Plan

See Testing & Verification Unit Documents.

System Admin Handoff Document

To facilitate the handoff of new server systems from Development to Operations,
a handoff document should be created. This should be created for all new or
reconfigured servers. If the project is simply adding new functionality to an
existing application that has already been deployed, or adding a new application
to an existing web server, this is not necessary. The document should contain
the following sections:

General Configuration

This includes things like the OS, IP configuration, applications installed, service
accounts and permissions, machine name, DNS entries, where it is racked, what
systems it interfaces with, etc.

Testing Plan

This should be a copy of the testing plan that was used during Stabilizing. The
point here is that if a NOC employee has to do maintenance to the server, they
can run through the testing plan to make sure it is still functioning correctly.
Without this information, it is very difficult for them to know if the machine is
truly "up™ or not.

Security Benchmarks

This section should include the initial security configuration of the machine. If
the CIS benchmark scoring tool could be used, this should also include the initial
score.

Response Plan

This section should identify any possible problems the systems developer has
encountered or thinks the NOC might encounter during maintenance of the
machine and how to go about responding to the issue. This basically serves as
the NOC's playbook that they can add to or modify as things change in
production.

Example Document
Arial Campaign Enterprise Handoff
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IT Development

Deploying: Overview

During this phase, the team deploys the core technology and site components, stabilizes the
deployment, transitions the project to operations and support, and obtains final customer
approval of the project. After the deployment, the team formally closes the project.

Tasks and Artifacts

Deployment Yes Logistics Management
Defect Resolution Development
Test in Production Yes Testing

Project Closeout Document Yes Project Management

Questions to Answer

Has the system been deployed to production successfully?

Has the system been tested in production?

Have all defects identified been resolved?

Do the users understand how to get support on the product after the project has been
closed?

e Does IT Operations have the necessary documentation and knowledge to fully support
this system?

Milestone

Deployment Complete Milestone

The deployment complete milestone culminates the deploying phase. By this time,
the deployed solution should be providing the expected business value to the
customer and the team should have effectively terminated the processes and
activities it employed to reach this goal.

The customer must agree that the team has met its objectives before it can
declare the solution to be in production and close out the project. This requires a
stable solution, as well as clearly stated success criteria. In order for the solution
to be considered stable, appropriate operations and support systems must be in
place.
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IT Development
Deploying: Tasks

Deployment

This section describes Development and Engineering's responsibilities during the
actual deployment of the system to production. This could include either the
deployment of new files to a web server, or when a new server is first being used
by new customers. This may vary depending on the size of the project. The
project manager and other resources should use their discretion to determine
how this should be carried out.

The project manager and user education lead should be heavily engaged with the
users at this point in time. It might be useful to be physically present in their
department at the time of deployment. This gives them the ability to watch the
customers using the new system and react immediately to deployment issues or
other defects.

The developer (either system or application) should probably be onsite with the
NOC when the system is actually deployed and then should move to be onsite
with the customers to see them use the system.

The developer should also be available for the Verification and Testing Unit if
necessary.

Defect Resolution

In the deployment stage, there will be a period of time during which the number of
defects identified in the product will sharply increase. The bulk of these defects should
be identified and resolved before deployment to the production system, but it is
possible that some defects may slip through due to configuration differences or
limitations in testing resources available. When such defects are encountered
immediately following a deployment, the fixing of such defects will be considered
development's highest priority. No software maintainance requests (i.e. tickets) are
needed from the customer in order to repair these defects, however development may
choose to use such software maintainance requests to track the defects identified and
their resolutions.

Testing in Production

The Verification and Testing Unit will run the tests created during the Stabilizing Phase,
one last time on production to make sure that deployment was successful. If the
deployment does not pass the test(s), Developer(s), Project Manager and System
Developer may be contacted for generation of "defect resolution" patches under
Emergency mode.
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IT Development

Deploying: Artifacts

Project Closure Document

Administrative closeout involves gathering and centralizing project documents, obtaining
signoffs, and communicating the finish of the project. It also provides a reference
source that can be used to improve the success of future projects. A communication
plan is created to inform all project stakeholders that the project has now been

closed.

The document should include the following:

Project Title Page
-Project Name
-Department
-Product

-Prepared by
-Project Team/Roles

Executive Summary

-Project Overview

-What were the original goals and objectives
-Success criteria

-Were the goals and objectives met

Project Goals

-Review the milestones and success of the project

-Outstanding issues, risks, and recommendations

-Lessons Learned (which processes worked well; which did not work well)

Why Project is being closed
-Completion/Canceled
-Closing Activities

Post-Project Tasks

-What actions were not yet completed?

-What deliverables are not yet achieved?

-Which training requirements are still outstanding?

Project Closure Recommendations

Gain project closure approval from the Project Sponsor, including agreement that the
project has fulfilled all of the requirements as documented and the Project Sponsor is
satisfied that all outstanding items have been satisfactorily addressed.

Project Approvals and Agreement
Product Sponsor and team members sign name and date the sign-off document
Service Level Agreement states:

In IT Development and Engineering, our agreement to you, the customer, is to



maintain any software that we have released for the university. If a problem occurs
with the current system, a Help Desk ticket should be submitted and a response will be
received by the customer within 24 hours. For any new requests, a Project Request
Form (located on the IT Development and Engineering web page) should be submitted
and the request will be prioritized for the next version of the product or for a new

product.
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